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Abstract- The enforcement and protection of rational
rights of property for the digital media has grown to a
significant problem in various countries in the world.
There is raise in accessibility and popularity of Internet
to edit, record, replicate and telecast content related to
multimedia that has require a huge necessity to prevent
the digital information from the illegal access,
modifications and distributions. General idea of the
digital watermarking is to insert the data into media
cover to allow security to the data. The technique of
watermarking that is fulfilling these needs known as
the Reversible watermarking. In this paper, we are
proposing method for watermarking. This method is
using conditionals local prediction and give better
results.

Index Terms—Image Processing, Local Prediction, Water
Marking, Digital Image,

1. INTRODUCTION

Data hiding are a group of techniques used to put a secure
data in a host media (like images) with small deterioration
in host and the means to extract the secure data afterwards.
For example, steganography can be named [1].
Steganography is one such pro-security innovation in
which secret data is embedded in a cover. But, this paper
will get into reversible data hiding. Reversible data-
hidings insert information bits by modifying the host
signal, but enable the exact (lossless) restoration of the
original host signal after extracting the embedded
information. Sometimes, expressions like distortion-free,
invertible, lossless or erasable watermarking are used as
synonyms for reversible watermarking [2].

Watermarking technique is the process which is used to
insert the proprietary information into the digital signal of
multimedia allows a great solution to this issue. Few
security trends should be present to prevent the records
from the illegal user and information destruction. Data
security has now become a requirement for each and every
individual connected into the internet and uses it for any
reason. It is a need that is compulsorily in every matter of
the functions performed on internet.

Operations like online money transactions, transfer of
sensitive information, web services, and numerous other
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operations need security of data. Along with these
operations on the internet, data security is also essential
and important in databases. Visible type of watermarks are
continuously added to the digital images as a pattern of
copy protection, but as

they are present so they necessarily damage the picture,
eliminating information within changed pixels in a way
which cannot be saved, the system which can be used for
authentication purpose of the military images. Less costly
software for image editing is now present which can be
used to create necessarily insignificant "photo realistic"
modifications to any photograph.

In a military area it is relevant to protect illegal handling
of digital images and to be capable to represent the
provenance and credibility. Watermarking has been used
widely to prevent the copyright of the digital images. To
strengthen the intellectual property right of a digital image,
a trademark of the owner could be selected as a watermark
and embedded into the protected image. The image that
embedded the watermark is called a watermarked image.
Then the watermarked image could be published, and the
owner can prove the ownership of a suspected image by
extracting the watermark from the image which is
watermarked. It can be determine the ownership of the
suspected image.

However, in some applications, especially in the
medical, military, and legal domains, even the
imperceptible distortion introduced in the watermarking
process is unacceptable. This has led to an interest in
reversible watermarking, where the embedding is done in
such a way that the information content of the host is
preserved. This enables the decoder to not only extract the
watermark, but also perfectly reconstruct the original host
signal from the watermarked work. Many of the early
approaches to reversible watermarking [3], can be
categorized as modulo-arithmetic-based additive spread-
spectrum techniques. The use of modulo arithmetic in
additive spread-spectrum techniques, which are used in
traditional watermarking systems, was to ensure
reversibility.

I1. Data Security
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Data security has become a necessity for every individual
who is connected to internet and uses the internet for any
purpose. It is a requirement that is a must in every aspect
of the operation performed on the internet. Operations like
online money transactions, transfer of sensitive
information, web services, and numerous other operations
need security of data. Along with these operations on the
internet, data security is also essential and important in
databases.

The level of security depends on the nature of information.
For example, the military databases require top and high
level security so that the information is not accessed by an
outsider but the concerned authority because the leakage
of critical information in this case could be dangerous and
even life threatening. Data security is essential because
they suffer from security threats that may prove harmful
and disastrous if disclosed or accessed publicly. Below we
will present some security threats that are suffered by the
databases.

e Privilege Abuse: When database users are provided
excessive privileges than their required functionality,
then these privileges can be intentionally or
unintentionally exploited.
o Legitimate Privilege Abuse: In this attack, the
attacker with the legitimate privilege access to the
database may
abuse the information stored in the database for the
malicious purposes.

I11. VVarious ways of Data Security

The transfer of data in between two parties should be in
done in a safe method so that to prevent any alteration.
There are two kinds of threats are present while any
exchange of information. The involuntary user who can
attempt to wiretap this communication can either destroy
this information by changing its real meaning or it can
attempt to hear to message with purpose to decode it and
use it for their benefits. Both of these types of attacks
break the privacy and integrity of the message send.
Allowing legal access and preventing illegal access is a
very complicated work.

Here are explained the three main data security techniques
used now: watermarking, cryptography, stegenography,
fingerprinting and digital signature.

3.1 Watermarking

A watermark is an identifiable pattern or image which
is affected onto the paper that gives proof of
its genuineness [4]. Watermark looks as several
shades of darkness lightness as when seen in light.
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Watermarks are mostly used as features of security to
postage stamps, passports, banknotes, and other papers of
security [4].

3.2 Cryptography

Crypt means “hidden or secret” and graph in means
“writing”. Cryptography is a process of converting data
into a format

which is unreadable known as cipher text. At other side the

receiver, decrypt or deciphers the message again into the
plain

text. It enables data’s data integrity, confidentiality, non
repudiation and authentication.

3.3 Fingerprinting

Fingerprinting is a process that deals with the taking every
copy of the content and create it a unique copy for the
person

who receives it. In this way, if the task is distributed, that
to know exactly to which person initially sends the work.
In other words, what the fingerprinting is normally does is
it take the contents and use some types of software to
transform it into a string of characters or unique number
and then that string is used to match it against the other
content present there.

3.4 Digital Signature

The digital signature can provide a recipient with proof of
the authenticity of the object’s originator. Digital signature
may be used with any type of message or information, if it
is encrypted or not, basically such that the receiver may be
assuring of the identity of the sender and the message
reached undamaged. A digital certificate consists of the
digital signature of issuing authority such that anyone may
validate that the certificate is genuine.

3.5 Steganography

Steganography is a practice of hiding/concealing the
message, file, image within other message, file or image.
The aim is to hide the messages under other messages in
such a way which does not provide the enemy to find out
that a second message is available there.

Steganography is an art and the science of hidden
communication. This is achieved via concealing the
information into the other information, hence hiding the
presence of the information communicated. From the
Greek words the word steganography is originated from
“stegos” meaning “cover” and “grafia” meaning “writing”
[5] defining it as “covered writing”. In an image
steganography, the information is concealed particularly in
the images. It is separate from the cryptography in the way



International Journal of Engineering Technology and Applied Science

that in which the cryptography targeted on maintaining the
secret the contents of a message, where as the
steganography aimed on maintaining the presence of a
message as secret.

Steganography and cryptography are two different
ways to prevent the information from the unauthorized
parties but none of both the technology alone is full perfect
and may be
agreed. If once the existence of the hidden information is
disclosed or even doubtful, then the intention of
steganography is slightly broken.

Thus the power of steganography can be increased
by merging it with the cryptography. The other two
technologies which are nearly related to the steganography
are one is watermarking and another one is fingerprinting
[6]. Both of these technologies are basically related with
the security of the intellectual property, hence the
algorithms may have various requirements as compared to
the steganography.

IV. Water Marking

Watermarking is a technique of data security. The
fundamental idea of using watermarking is to embed little
secret information in the digital images such that the secret
information or message can never be seen. The technique
of watermarking are of two types:

Visible watermark : As the name suggests, visible
watermarking refers to the information visible on the
image or video or picture. Visible watermarks are typically
logos or text.

Invisible watermark : Refers to adding information in a
video or picture or audio as digital data. It is not visible or
perceivable, but it can be detected by different means.

A watermark is nothing but a semi-transparent text or
image on the original image. This allows the original
image viewed along with copyright protection via the
image as its property of the owner. Visible watermarks are
more preferred for the strong copyright protection which
present in digital format. An invisible watermark is the
inserted image which cannot be viewed with human eyes.
Only some electronic devices or some special software
helps to extract hidden data to identify the copyright
owner. The process of inserting the invisible watermark in
an image is known as encoding.

Watermarking Techniques are:

Spatial domain - This watermark is a process that is easy
to implement and the extracting process may be done
without pointing to the original image.

Frequency domain — Frequency domain will change the
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coefficients of an image proper transforms, like FFT,
DCT, DWT.

Basically there are four types of watermarking:

Text Watermarking: Text can be added into image is
called text watermarking.

Image Watermarking: Image can be added into an
original image is called image watermarking [8].

Audio Watermarking: Some audio signals are added into
audio clip is called audio watermarking [10].

Video Watermarking: Some video clips are added into
video is called video watermarking [9].

4.1 Reversible watermarking

Reversible watermarking [7][18]is also a technique of data
security which inserts the secret information in a media
host without the loss of the information of host. These
techniques

enable the user to recover absolutely the original image
from

its watermarked image by deleting the watermark from
that

image. The prediction method is used in this proposed
model and the prediction errors are generated to disclose
the

similarity of the adjacent pixels.

4.2 Application based on Watermarking

The following application of Digital watermarking is
given.

« Copyright protection: It is used to identify and
protect official document ownership.

 Fingerprinting: Fingerprints are the description of an
object that tends to differentiate it from other small
objects.

¢ Medical application: Names of the patients can be
printed on the X-ray reports and MRI scans using
techniques of visible watermarking.[11,12].

V. Literature Review

This paper examines the uses of local forecasting in the
difference expansion reversible watermarking. For every
pixel, a smallest square predictor is calculated on a square
block focused on pixel and the equivalent prediction error
is extended. At detection the same predictor is regained
without any extra information.

The suggested local prediction is basic and it implements
indifferent of the order of predictor or the context of
prediction. For some specific cases of the least square
predictors with same context as gradient-adjusted
predictor, median edge detector or the simple rhombus
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neighborhood, reversible watermarking based on the local
prediction are clearly outperforms the state-of-the-art
model dependent on classical supplement.

The local prediction dependent reversible watermarking
uses has been suggested in this paper. The model is created
to provide the restoration of same predictor at the
detection, and without any other information.

The local prediction dependent reversible watermarking
was determined for the case of 4 different prediction
situations, called as the rhombus context and any ones of
the GAP, SGAP and MED predictors. The suitable sizes of
block have been examined for every context. They are 8 x
8 (MED), 10 x 10 (SGAP), 12 x 12 (rhombus), 13 x 13
(GAP).

The gain obtained by further optimization of the block size
according to the image is negligible. The results obtained
so far show that the local prediction based schemes clearly
outperform their global least square and fixed prediction
based counterparts. Among the four local prediction
schemes analyzed, the one based on the rhombus context
provides the best results. The results have been obtained
by using the local prediction with a basic difference
expansion scheme with simple threshold control,
histogram shifting and flag bits.

Several lossless invisible watermarking techniques have
been proposed in the past. The histograms of the groups of
pixels are linked to a circle. The change is selected so as to
aggravate the revolution of histograms over the circle. The
comparative introduction of histograms of the two groups
of pixels transmits one bit of the information.

The retrieval of the embedded information and,
consequently,

the reversibility process are not altered by wrapped around
pixels. Furthermore, the visible quality of watermarked
images never faced the issue of classic “salt-and-pepper”
vestige. Definitely, the abstraction is still possible of
whole inserted message after the alteration of watermarked
image. This power allows transmitting the installed
information from lossless to lossy surroundings [6].

V1. Proposed Work

This section deals with the new proposed watermarking
method. Under this section, we will see a method which is
based on local prediction.

The flowchart of the proposed system is shown in
fig 1. This flowchart clearly shows that central
pixel will get update only when average of all the
rest pixel of the block meets one threshold
condition.
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Fig 1: Flowchart of Proposed work
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Fig 2: Algorithm of proposed work

Algorithm of propose work is shown in fig 2.
This  algorithm  clearly  shows that
watermarking will be done only when the

local block level average calculation meets some particular
condition.

VII. Result Analysis

Current section talks about two things. In first point, it
give idea about the system, on which experiments are
perform and results are evaluated. Second part idea is
about the input images. Third and last part deals with the
result section of the proposed work.

Part 1: System Used
1. RAM: 4 GB
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2. Processor Core 2 Dual

3. Operating System: Windows 7 with
32 bits.

Part 2: Input images

This work used following two images as
input images from SIPI[14].

1. Mandrila.tif
2. Lena.tif

(b)



International Journal of Engineering Technology and Applied Science

Part 3: Parameters

This proposed work is evaluated on one parameters.
1. PSNR

PSNR: It stands for Peak Signal To Noise Ratio. It is
calculated as follows. If PNSR of any image is bigger then
it shows that that image is with higher quality of images

PSNR: It stands for Peak Signal to Noise Ratio. It is
calculated as follows. If PNSR of any image is bigger
than it shows that that image is with higher quality of
images.

PSNR = 10I09m[ Max _ pixel_value ]

Mean_ Square_error

Part 4: Result along with graphs

Table I and Graph 1 show the desire results.

Table I: PSNR Values of Input Image

PSNR Values of Input Image

Images Existing Work Proposed Work
Mandrila 41.87 64.9334
Lena 50 52.9299
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Graph 1: Comparative PSNR values of existing and
proposed work

VIII. Conclusion

The There are many techniques in data hiding.
Digital Watermarking is more secure and easy
method of data hiding .All techniques of data hiding
secure data with their methods, but watermarking is
more capable because of its efficiency. In
Watermarking we mark the information which is to
be hiding. In this paper we have surveyed the current
literatures on reversible watermarking which is a
recent hot topic of research. It can have also
classified reversible watermarking algorithms. Due to
the space limitations we couldn't cover enough
technical details but we have tried to be as clearer as
possible. From the table I and II and Graph 1 and 2,
very clearly say that the performance of the proposed
work over existing work is much efficient.
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